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1. . Lessons from the „Snowden Revelations“ 

1. Surveillance of telecommunications: globally, 
automated, attempting a „full take“  
 

2. Co-operation with agencies and commercial players 
(service providers – based on compensation,  by law or  
unwittingly) 
 

4. Monitoring metadata and content; organization in 
elaborate data bases 
 

5. Against friend and foe 
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The reception: a surveillance debate 
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1. „Digital Network Intelligence Exploitation“ := Manipulation of Computer Systems 
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The fact: Revelation of Cyber War tools 

1. . Lessons from the „Snowden Revelations“ 
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Attack functionality of XKeyScore was first recognized in Report PE 474.405 by the 
EU-KOM,  Sept. 2013. 
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Noticing Cyber Arms 
 
We recognize prehistoric weapons systems and defense installations. 
Do we recognize cyber arms? 

2. Cyber Arms – from Noticing to Detection 

Source: wikipedia.de 
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XKeyScore – an automated intelligence and attack system 
 
• Agents scan data base for communications properties - language, location, 

communications medium 
 

• Automatic background analysis of properties and weaknesses of the target 
system 
 

• Uses „Plug-Ins“  
• Constant Web data base for known weaknesses and exploits 
• Tools to decrypt communication (VPN) 
• Automated tools for malware insertion 

 
• Collects attack paths by collecting Windows Error Reports of target system 

 
• Continuous addition of automated attack tools 
 
XKeyScore is the core of an integrated  cyber weapon along the cycle of 
reconnaissance – decision – operation – damage assessment  

2. Cyber Arms – from Noticing to Detection 
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XKeyScore is one attack tool amongst many 
 
Others scan communication content 
(TURMOIL) and modify data transmissions 
(TURBINE) 
 
 
 
 
Quantumtheory  
Elaborate  tool set for „man in the middle“-
attacks: Rerouting of data traffic to implant 
malware 
 
The BELGACOM attack (of GCHQ) 
• Customized attack on data communication 

of BELGACOM system administrators by 
rerouting them to faked web sites 

• Inserting malware (trojan, key logger) 
• Stealing password and system data 
• Exploiting the data in attacks on IT systems 

of the EU-Commission  

2. Cyber Arms – from Noticing to Detection 
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2005-2007 alone, the NSA spent $ 2 bn. for projects named 
• “Trailblazer” for bulk data collection and  
• “Turbulence” for selective control of Internet intersections, web traffic 

surveillance and selective modification of data packets  
 
Project work was redirected and has since been adapted for PRISM /  XKeyScore 
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„physical access “ to enemy computers  - a tactic with a long history 
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„Breaches of some Soviet 
computers were done not by 
cracking codes but by 
physically breaking into Soviet 
military facilities“  
 
 
„Both the NSA and CIA have 
also „experimented“ with the 
disruption of other nation‘s 
computers by infecting them 
with viruses or other 
destructive programs.“ 

TIME, 20.03.1989 
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Ignorance or 

concealment?  

 

XKeyScore, a tool 

in German hands 
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In Cyber Warfare 
 
• since 1989 has seen a steady refinement 

of cyber attack tactics 
• since 2007 explicitly and since 2013 in 

detail specific cyber weapons have been 
reported – without them being classified 
as such 

• civilian IT security experts collect data on 
cyber arms and infrastructures; however, 
the analytic frame is lacking 

• it is only debated about proliferation and 
containment of IT security tools instead 
of cyber arms 

• will there possibly be a verification 
regime in 2029 – after 40 years of 
debate??? 

 
… we seem to have a perception deficit! 

The nuclear disarmament debate 
  
• in 1958 civil physicists began to 

elaborate ways to verify an atomic 
test ban 
 

• In 1976, an expert group was tasked 
with developing verification 
mechanisms for a nuclear test ban 
treaty , producing results in 1989 
 

• In 1996 the test ban treaty was 
ratified  
 

• In 1999 a verifications regime made 
of 170 seismic stations was installed 

2. Cyber Arms – from Noticing to Detection 
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Comprehensive Sourcing 
 
For conventional arms, we have highly developed reconnaissance tools at our 
disposal. Where are those for cyber arms?  
Are all available data and information used and exploited?  
Which reconnaissance systems for cyber arms are under development? 

3. Comprehensive Sourcing 

Aerial reconnaissance in Cuba  crisis 
Source: wikipedia.de 
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http://www.spiegel.de/media/media-35658.pdf 

Counter espionage: TRANSGRESSION, 3rd und 4th Party Collection 

TRANSGRESSION is 
a program with 
specialized tools to 
penetrate an 
adversary’s IT 
systems to collect 
and falsely plant 
data on these IT 
systems. 
 
Whoever runs the 
program needs 
detailed knowledge 
on an adversary’s 
 
• Departement  
structure  
• Tasks 
• Infrastructures 
• Access  paths 

3. Comprehensive Sourcing: Infrastructures  



3rd und 4th Party Collection: TRANSGRESSION 
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Transgression 
Collects espionage results 
from adversaries especially 
about IT systems, the 
adversary has ”reaped” for 
a) Counter espionage 

(knowledge about one’s 
own weaknesses) 

b) Espionage on 3rd , 4th  and 
5th  party 

c) Dumping compromising 
data, to produce false 
leads and redirect 
suspicion 

 
Result:  
Active knowledge on the 
cyber war infrastructures and 
tactics of many actors  

3. Comprehensive Sourcing: Infrastructures  



3rd und 4th Party Collection: Gateways in Germany 
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Vast 
amounts 
of data 
pass 
through 
three 
sites 
outside 
the US. 
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Lesson 1 

Cyber war actors are no phantoms (to each other)! 

The knowledge of cyber warfare actors about their counterparts suffices to 

attack, steal data and lay false leads.  

 

Lesson 2 

Cyber warfare actors are dependent on infrastructures:  

a) public systems to intercept and manipulate,  

b) their own special infrastructures for special tasks.  

 

All these infrastructures and their add-ons are visible to the (civilian) 

expert, who only lacks the know how and experience to interpret them. 

 

1. Conclusion 

In civil life there are sufficient hints for cyber warfare infrastructures. The 

services collect as much as knowledge as possible on cyber warfare 

structures of other actors.  

 

Arms control has always rested on the comprehensive and 

systematic use of various kinds of knowledge resources. 

3. Comprehensive Sourcing 



„Crypto Wars“ 

U.S. Export Administration Act  
In 1983 restricting the delivery of UNIX software to Germany because of crypto algorithms 
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Export controls  – just a political instrument? 

Wassenaar 
• Crypto producs still are dual use items 
•  Expanded export controls on strong cryptography (> 64 Bit, 

“for mass market use”.  

Problem: Timeliness 
Export restricted are  
• „digital computers“ with a peak performance of 0,75 TFLOPs 

(Nr. 4A003 b) – an ATI Radeon HD 3870 X2 graphics card 
performs at ~ 1 TFlop 

• „network equipment” with transmission rates of over 1,25 
GByte/s“ (=10GBit) (Nr. 4A003 g)  – 10 GBit network cards 
cost ca. 50 € 

• Every single case of a guest scientists’s work on super 
computers has to comply with export control rules and may 
need authorization by the export control administration – 
otherwise may lead to criminal prosecution. 



Ingo Ruhmann 

Export control – a political steering mechanism 

Wassenaar export controls cover  

• since 2012 surveillance systems, 

• since 2013 also surveillance systems for IP 

networks and „Intrusion Software“ (like 

trojans). 

„Controlled Exports“ equal exports under 

control of public authorities - leaving leeway in 

decision making as seen in conventional arms 

trade. 

Lesson 3 

Export control is a cumbersome instrument. 

Apparently however, it is deemed possible to 

classify cyber arms and subordinate them to a 

proliferation control. 
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Analysing Resources  

NSA budget in 2013 for cyber warfare  
(excerpt from the budget proposal for US 
congress, incl. payment to third parties): 

• $ 652 Mill. for a program on malware 
distribution 

• $ 10 Mill. For the “common cryptologic 
program“ on „groundbreaking crypto 
analytic capabilities […],  to exploit internet 
traffic“  

In sum over $ 12 bn. for internet 
surveillance, decryption and cyber 
attack tools 
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Personnell 
NSA: > 35.000 employees 
U.S. Cyber Command  - from 2015 on:  
surge of 8.000 further soldiers and employees  
 
FBI: 750 Cybercrime agents  

4. Applying Established Mechanisms of Arms Control 



Fin. Ressources 
IT security 
research 
 30 Mio. p.a. 
 
BND upgrade 
300 Mio. 
(attack tools, 
0-day Exploits) 

Germany: broad view of the actors on cyber warfare 

Personnel     genuine     additional (by new law) 
 
State and national police   360 
State and national domestic Intelligence services   unavailable   175 

21 CERTs (in the CERT network incl. CERTBw)     <150 

Common activities (personnel is used in double roles – cannot be counted twice)  
GIZ – Common Internet Center         51 
GTAZ  - Internet Content monitoring on terror defense 
 National authorities        198 
 State authorities          31 

IT Security and Cyrpto systems (BSI)    600  175 
Of this:  

IT Security Monitoring Center (BSI):    „1 Expert 24 h on call “  
Cyber Defense Center (9 to 5 hours)    10  
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The “Defense” (including CERTBw, without doubles):  Now  to come 

Internet Content Monitoring       280 + X (intell.) 
Civilian IT specialists      ~ 1.000  1.250 
 

The “Offensive side” 

KSA         6.000 
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Lesson 4 

IT systems are „Force Multipliers“ – especially in cyber war. Data on force 

strength, financial and technical resources are at least as valuable for cyber 

war forces as with regard to conventional forces. 

 

Lesson 5 

Data an cyber war forces have been published since the 1990ies – a 

systematic accounting has so far been lacking. 

 

Lesson 6 

The “attack side” of government agencies have 6 to 10 times the resources 

at their disposal compared to the civilian “defense side”. With these force 

relations, “defenders” in cyber attacks have no chance. 

 

2. Conclusion 

Disarmament should take all cyber war resources into account. 

4. Applying Established Mechanisms of Arms Control 
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Final Conclusion 
Data and documents available today are a rich source for new approaches to arms control and 
disarmament in cyberspace. A consolidated approach of IT and arms control experts to 
monitor cyber war actors and their activities can lead to results similar to the limitations in 
nuclear, biological, and chemical weapons.  
 
To Do‘s:  
International Security Policy 
• Conventions on civil co-operation without limits on behalf of intelligence and military 
• Outlaw „cyber weapons“; no first use 
• Expansion of emergency links between US, Russia (2013) and China (2015) into a multilateral 

framework 
• Export control regulations and arms control conventions; verification by international bodies 

(“Cyber War Prevention CERTs” analog to CTBTO etc.) 
• Limiting spying on and compromising of IT systems and their security mechanisms  
• Systematic analysis of cyber war resources (analog to SIPRI data on conventional arms) 
 
Technical 
• Baseline study of compromised IT systems 
• Resources for intensive development of IT security tools and systems 
• Expansion of IT security centers (CERTs and others) 
• Expand auditing of selected sectors (infrastructures)  



Thank you for your attention! 



Selbstdarstellungs-Foliensatz des CERT der Bundeswehr  Exkurs zur Vorgeschichte 


